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QUESTION 1

Which of the following is the FIRST action that a system administrator should take when it is revealed during a
penetration test that everyone in an organization has unauthorized access to a server holding sensitive data? 

A. Immediately document the finding and report to senior management. 

B. Use system privileges to alter the permissions to secure the server 

C. Continue the testing to its completion and then inform IT management 

D. Terminate the penetration test and pass the finding to the server management team 

Correct Answer: A 

 

QUESTION 2

Refer to the information below to answer the question. 

A large organization uses unique identifiers and requires them at the start of every system session. Application access
is based on job classification. The organization is subject to periodic independent reviews of access controls and
violations. The organization uses wired and wireless networks and remote access. The organization also uses secure
connections to branch offices and secure backup and recovery strategies for selected information and processes. 

What MUST the access control logs contain in addition to the identifier? 

A. Time of the access 

B. Security classification 

C. Denied access attempts 

D. Associated clearance 

Correct Answer: A 

 

QUESTION 3

Which one of these risk factors would be the LEAST important consideration in choosing a building site for a new
computer facility? 

A. Vulnerability to crime 

B. Adjacent buildings and businesses 

C. Proximity to an airline flight path 

D. Vulnerability to natural disasters 

Correct Answer: C 
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QUESTION 4

Who is ultimately responsible to ensure that information assets are categorized and adequate measures are taken to
protect them? 

A. Data Custodian 

B. Executive Management 

C. Chief Information Security Officer 

D. Data/Information/Business Owners 

Correct Answer: B 

 

QUESTION 5

A health care provider is considering Internet access for their employees and patients. Which of the following is the
organization\\'s MOST secure solution for protection of data? 

A. Public Key Infrastructure (PKI) and digital signatures 

B. Trusted server certificates and passphrases 

C. User ID and password 

D. Asymmetric encryption and User ID 

Correct Answer: A 

 

QUESTION 6

A proxy firewall operates at what layer of the Open System Interconnection (OSI) model? 

A. Transport 

B. Data link 

C. Network 

D. Application 

Correct Answer: D 

 

QUESTION 7

Which of the following statements is TRUE regarding state-based analysis as a functional software testing technique? 

A. It is useful for testing communications protocols and graphical user interfaces. 

Latest CISSP Dumps | CISSP Exam Questions | CISSP Braindumps                                3 / 6

https://www.leads4pass.com/cissp.html
https://www.leads4pass.com/cissp.html
https://www.leads4pass.com/cissp.html


https://www.leads4pass.com/cissp.html
2024 Latest leads4pass CISSP PDF and VCE dumps Download

B. It is characterized by the stateless behavior of a process implemented in a function. 

C. Test inputs are obtained from the derived boundaries of the given functional specifications. 

D. An entire partition can be covered by considering only one representative value from that partition. 

Correct Answer: A 

 

QUESTION 8

An organization\\'s data policy MUST include a data retention period which is based on 

A. application dismissal. 

B. business procedures. 

C. digital certificates expiration. 

D. regulatory compliance. 

Correct Answer: D 

 

QUESTION 9

A network security engineer needs to ensure that a security solution analyzes traffic for protocol manipulation and
various sorts of common attacks. In addition, all Uniform Resource Locator (URL) traffic must be inspected and users
prevented from browsing inappropriate websites. Which of the following solutions should be implemented to enable
administrators the capability to analyze traffic, blacklist external sites, and log user traffic for later analysis? 

A. Intrusion detection system (IDS) 

B. Circuit-Level Proxy 

C. Application-Level Proxy 

D. Host-based Firewall 

Correct Answer: B 

 

QUESTION 10

Which of the following access control models is MOST restrictive? 

A. Discretionary Access Control (DAC) 

B. Mandatory Access Control (MAC) 

C. Role Based Access Control (RBAC) 

D. Rule based access control 
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Correct Answer: B 

 

QUESTION 11

What component of a web application that stores the session state in a cookie can be bypassed by an attacker? 

A. An initialization check 

B. An identification check 

C. An authentication check 

D. An authorization check 

Correct Answer: C 

 

QUESTION 12

What is the most effective form of media sanitization to ensure residual data cannot be retrieved? 

A. Clearing 

B. Destroying 

C. Purging 

D. Disposal 

Correct Answer: B 

 

QUESTION 13

What is the PRIMARY goal for using Domain Name System Security Extensions (DNSSEC) to sign records? 

A. Integrity 

B. Confidentiality 

C. Accountability 

D. Availability 

Correct Answer: A 

 

QUESTION 14

While impersonating an Information Security Officer (ISO), an attacker obtains information from company employees
about their User IDs and passwords. Which method of information gathering has the attacker used? 
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A. Trusted path 

B. Malicious logic 

C. Social engineering 

D. Passive misuse 

Correct Answer: C 

 

QUESTION 15

Which factors MUST be considered when classifying information and supporting assets for risk management, legal
discovery, and compliance? 

A. System owner roles and responsibilities, data handling standards, storage and secure development lifecycle
requirements 

B. Data stewardship roles, data handling and storage standards, data lifecycle requirements 

C. Compliance office roles and responsibilities, classified material handling standards, storage system lifecycle
requirements 

D. System authorization roles and responsibilities, cloud computing standards, lifecycle requirements 

Correct Answer: B 
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